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Enrollment and Collection of Your Client Certificate — Step 1

This step by step guide will explain how to enroll for and download your client certificate.
Firstly, your administrator should have sent you a provisioning email containing the following information:
1. The URL of certificate enrollment page.

2. An Access Code that you need to enroll the certificate.

£¥ Enrollment for your new digital authenitication certificate - Message (HTML)

i Fle Edit View Insert Format Tools  Actions  Help
iicdsend | [ & | £ o3 B (2 0 T8 Attachas AdobePDF | G B | b4 ¥ B | Secuity.. ¥ |5 |39 89 t
§ Arial S0 -JA|B I U|E=E= "'_“—=!
This message has not been sent.
[ To... ] |I'IE'r".' user @mycompany . com |
e ]| |
Subject: |Enr0||ment for your new digital authenitication certificate |
A
Hi E
As part of our companies ongoing commitment to ensure the highest levels of security it is now mandatory for all
employees to install a digital authentication certificate on their machines. This cerificate will allow you to
digitally sign and encrypt emails and will also be used to authenticate you whenever you access the secure areas of
our corporate intranets, extranets and websites.
To start with, click the following link:
https {/mycompany com/example_enrollment_form_html
You should then enter the following information:
Mame: Please create a username for yourself B
E-Mail: YOU@MYCOMPANY COM
Access Code: 123456
Thanks
Admin
e

Email 1 - certificate enrollment email.

The precise content mav differ to the examble shown.

Click the URL in the email to visit the certificate enrollment page.

- Copy and paste the Access code from your enroliment email.

«  Type your full name in the Name Field.

»  Type your internal corporate E-mail address in the ‘E-Mail’ field.

- Enter your password phrase. This phrase is needed to revoke the certificate should the situation arise.

- Read the License Agreement and check the box alongside the 'l accept terms and conditions'. Note: If you
decline the agreement you will not be able to continue the enroliment process.

«  Click the ‘Submit’ button.

Important! The application for the certificate must be made from the machine that certificate will be installed on (i.e. your
office machine.)
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Copy and paste the Access code
from your eprofinent email.

IME Certificate Enraoll

. e
Access Code: / Type your fulf name in the Name Fieid. I
Marme: Mew User
Type your internal corporate E-anail
E-Mail: new_Userg@mycompany.com e""_’ | address in the "E-Viail field.
FassPhrase: our pass phrase
b4 P B Enter your password phrase. This phrase is neaded

. to revoke the certificate should the situation arise.

repeat PassPhrase: wour pass phrase

COMODO CERTIFICATE SUBSCRIBER AGREEMENT & Read the License Agresrient and check the box alongside the

Y accept torms and conditions .

1 Application of Terms

1.1 The terms and conditions set out below, including all applicable schedules attached hereto (collactively, the "Agreement"), gowern the relationship bebmeen you
(the "Applicant" or"Subscribery and Comode CA Lid. "Comoda™with respect to any of the services described herein. In this Agreement, "wou" and "your" referto each
Subscriber and its agents, including each person listed in your aceount information as being associated with your account, and "we", "uz" and "our” refer collectively to
Camada and its parent and affiliates. This Agreement explains our obligations to yvou, and wour obligations to us in relation to the Comodo Subscription Senvicel=)(as
defined herzin)vou purchase.

1.2 By purchasing or othenmvize applying for Comodo's Subscription Senvicels), wou agree to establizsh an account with us for such zenmices. When you use your account
ar permitsomeone else to use ywour account to purchase or othenmise acquire access to additional Comodo senvicels) or to modify or cancel wour Comodo senice(s)
(even if we were not notified of such authorization), this Agreement as amended covers any such senvice or actions. Additionally, wou agree that each person listed in
wour account infarmation as being associated with your account for any services provided to you isyour agentwith full authaority to act on your behalf with respect to
such services. Any acceptance of your applications) ar requests for our services and the pefarmance of our services will occur at 3rd Floor, Office Willage, Exchange
Quay, Trafford Road, Salford, Manchester WS 2EQ, United Kingdom.

Sections 1 through 22 apply to any and all Comodo Subscription Sendices (as defined below). The terms and conditions set forth in Schedules A of this Agreement
apply anly to customerswho hawve purchased the Comodo semices referenced in such Schedule.

2 Definitions and Interpretations
2.1 In this Agreement, unless the context requires othenmise, the folloming terms and expressions shall hawe the following meanings:

"Business Day" means any calendar day that is Monday to Friday inclusive, excluding any days on which the banks in the United States are closed for business;

"Comodo CPE" meansthe Comodo Cerificate Practice Statement, as amended from time to time, available at wan.comodo.comsrepositony, a document setting out
the wating practices that Comodo employs for the Subscription Semice and which defines the underlying cerificate processes and Repository operations, as may be
amended from time to time;

"Confidential Information" means all material, data, systems and otherinformation conceming the operation, business, projections, maket goals, strategies,

| accept terms and conditions

v

| Submit || Reset

| crick the ‘Submit’ sutton. |

Client Certificate Self Enrollment Form
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The system will shortly issue you a second email containing a link to the certificate collection form:

E® Enrollment Successful - Your secure email certificate is ready - Message (HTML) |:||E|b__<|
I Fle Edit View Insert Format Tools  Actions  Help

Pdgend | [ | 4 o3 (B ] & [ T8 Attach as Adobe PDF 3 Security... ¥ | (S| 49 84 i
§ Arial o zA|B I U= : E &

[ TD._. . ] | new user @I‘ﬂ ycompany.com |

[ e ]| |

Subject: |Enrollment Successful - Your secure email certificate iz ready |

|>

Dear =applicant name=
You have successfully enrolled for Comodo secure email certifcate.

You now need to complete the following steps:

+ Click the following link to download your email cerificate http//mycompany com/example collection form html

o Typein a new PIM (password) to protect your email certificate

¢ Click 'Download to collect your certificate. You should save this file to a safe place on your hard drive.

o Import your new certificate into your email client and/or internet browser. If you require assistance with this,
please contact your administrator.

Your PIN is 98765 . Cut and paste this into the "OLD PIN field if it is not automatically populated.

[IES

Email 2 - certificate collection email.
The precise content mayv differ to the example shown.

To collect your certificate click the certificate download URL stated in the certificate collection email.

This will take you to a certificate collection webpage.

Email “alidation
Code: |FinA3aK:-d|:qLFN |
E-hail: |new_user@mycnmpany.cum |
PIN: | |
PirM repeat: | |
Submit | | Reset |

Client Certificate Collection Form

If the ‘PIN’ field is empty, you should set and confirm a pass-code in the PIN fields to protect the certificate. Comodo
Certificate Manager will deliver the certificate in PKCS#12 file format (.p12 file). The pass-code specified in the PIN fields
is used to protect access to this .p12 file. You will be asked for this PIN when you import the certificate into the certificate
store of your Internet browser and/or mail client.
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Clicking 'Submit' will automatically send this request to Comodo CA back-end servers. Comodo CA servers will first verify
the Request Code and email address then issue the client certificate. This process usually takes a few minutes. Then you
will be prompted to download the certificate as soon as it is ready:

Digital Certificate download

Flease save yvour Digital Certificate in safe place.

| ooz | | Cancel

KN

Digital Certificate download

Fleaze save vour Digital Cerificate in safe place.

Opening new_user_mycompany_com.p12 E

¥ou have chosen to open

new_user_mycompany_com.p12
which is a: Personal Infarmation Exchange

N TR N . Click 'Download” button and save your digital

certificate onyour hard drive.

~ What should Firefo:x do with this file?

() Openwith | PFxFile (default) M

Do this autamatically For Files like this From now on,

[a]'4 ] [ Cancel

The final stage of the process is for you to download then install your certificate

The second (and final) stage of the procedure is to import a digital certificate into the certificate storage of your Internet
browser and/or mail client. The exact process for completing this task is dependent on which browser and/or mail client

you use. See the following section 'Importing Your Certificate into Your Browser or/and Email Client — Step 2' for more
details.
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Importing Your Certificate into Your Browser or/and Email Client — Step 2

Once the Step 1 has been successfully completed, you need to import your certificate into your webbrowser or/and email client. Select
you type of application from the list below to view a step-by-step guide of this process:

. Importing Your Certificate into Outlook 98/2003

. Importing Your Certificate into Outlook Express

. Importing Your Certificate into The Bat!

. Importing Your Certificate into Thunderbird

. Importing Your Certificate into Eudora

. Importing Your Certificate into Internet Explorer

. Importing Your Certificate into Mozilla Firefox

. Importing Your Certificate into Opera

. Importing Your Certificate into Safari

. Importing Your Certificate into Konqueror

Comodo Certificate Manager User Guide | © 2009 Comodo CA Limited | All rights reserved 6
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Importing Your Certificate into Outlook 98/2003
This step by step guide will explain how to import your Comodo digital certificate into the Outlook certificate store.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section ‘Enrollment and Collection of your Certificate’ first.

1. Open Outlook and click ‘Tools’ then ‘Options’ in the main tool bar. This will open the Outlook ‘Options’ window.
Next, click the ‘Security’ tab.

Options ilﬂ

Prefarences | MailSatmlMaanrmatlSpdhgoﬂ'nr[

Encrypted e-mail
™ Encrypt contents and attachments For outgoing messages
[T aAdd digtal sianature to outaoing messages
¥ Send clear text signed message when sending signed messages
[~ Request S{MIME receipt For all S{MIME signed messages

Derault Setiing: i ings...
wasetine | o | seencs.. |
(B B Vew Go | Lok | dctons  Hep Security Zones
Padnew = | | 20 Fnd ¥ . Security zones allow you ko customize whether scripts and active
(L} Addvess Bock...  Clrl4Shit4B content can be nun in HTML messages.
[ Facas Fokders fal Empty Deloted ltems” Folder i Zore: & Restricted skes | Zone Settings... [
_ .y Inbowx (1} -l Accoiints... Download Fic
o ik Change Automatic Download Setti |
5.
| At Fokdes e— | hange ing
S ¥ Forsonsd Febders ¥ Digtal IDs (Certificates)
Digital 105 or Certificates are documents that allow you to prove your
idenkity in electronic transactions.

e

[ o | conea | s |

Click ‘Tools’ then ‘Options’... ... click the ‘Security’ tab then the ‘Import/Export’ button

2. You should then click on the ‘Import/Export’ button. Next, browse to the location of your certificate file. Your
certificate file is the .p12 file that you downloaded earlier. If you have not downloaded a certificate file (.p12) then
please contact your administrator (refer to the section ‘Enrollment and Collection of your Certificate’ for more
details on this).

Comodo Certificate Manager User Guide | © 2009 Comodo CA Limited | All rights reserved 7
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% Impart existing Digital ID From & Fils

Import the Cigital ID From the file bo your computer, You must use the
passward you entered while exporting the certificate ta this file,

Impart File: I m | Irmport cextificate i ki |

Passward: | Lok i [ (3 Deikion N« s R

Digital ID Name: |

" Expart your Digital ID to & fils
Export the Digital ID information into a file, Enter a password bo help protect

this informatian,
Select, .. I

Erowise, ., |

Dogitad (T0}

FREnatme:

Password: I
O I

[TPTIERR O  Fike name: [test_comoda_toin =l |DL

Filez of ype: |FHICS 202 freith privste ko] 0124 =| Cancel
L

I™ ticrosaft Internet Explorer 4.0 Compatible (ow-security)

[T Delete Digital I0 from system

QK I Caniel

Select ‘Browse..” to Import an existing Digital ID from file ...

...and locate the .p12 file you downloaded

and saved earlier on

3. To complete the installation process, you are required to enter the PIN (password) you set up for the certificate
file during the enrollment process. If you have forgotten your password, contact your system administrator who
will be able to reset it for you. Click ‘OK’ to finish the process.

Password: |

Digital 1D Nsme: |

... enter the PIN (password) you set up for the certificate file

Confirm you wish to install the certificate:
securtywarning i
,'j Wou are about to install a certificate from a certification authority (CA) claiming to represent:
=} ABA Certificate Services

Windows cannot validate that the certificate is actualhy from "AsA Certificate Services". You should confirm iks origin by contacting “Aa#& Certificate
Services”. The Following number will assist vou in this process:

Thisnbprink (shal): DIEB23A4 601 7068F [92564C2 FIF1&017 64D8E349

Warning:

IF ywou install this root certificate, Windows will autamatically trusk any certificabe issued by this CA, Instaling a certificate with an unconfirmed
Ehumbpring ks a security risk. IF you click "Yes" you acknowledge this risk.

Do yioul weank ko install this certificate?
Yas I | Mo I

That’s it. You have successfully imported your digital certificate into Outlook.

Comodo Certificate Manager User Guide | © 2009 Comodo CA Limited | All rights reserved 8



c- o. M . 0 . D ;O www.enterprise.comodo.com

Creating

Importing Your Certificate into Outlook Express
This step by step guide will explain how to import your Comodo digital certificate into the Outlook Express certificate
store.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section ‘Enrollment and Collection of your Certificate’ first.

1. Open Outlook Express and click ‘Tools’ then ‘Internet Options’ in the main tool bar. This will open the Outlook
Express ‘Options’ window. Next, click the ‘Security’ button then click the ‘Digital IDs ..." button.

= -

- —

%) Inbox - Outlook Express - Main Identity G Options
File Edit Wiew |Tools | Message Help General Fiead Fieceipts Send Compose
Send and Receive 4 Sighatures | Security | Connection M aintenance

H .

Create Mail

Synchronize all

Wiruz Protection

address Book. .. CrH4-SHiFE+E = Select the Internet Explorer security zane to use:
Add Sender to Address Book, (Ointemet zone [Less secure, but more functionalf

Falders (%) Bestricted sites zone [More secure]

I‘_:,E] Outlaok Express Message Rules ' Wiarn me when other applications ty to zend mail as me.

= @ Local Folders Accounts., . |:| Do nnt_ allowy attaphments to be zaved or opened that could
@ Tillme Options. .. potentially be a iz,

Download Images
[]Block images and other extemnal content in HTML e-mail.

Secure b ail

% Digital 1D % [alzo called certificates] are zpecial

documents that allow you to prove pour identity in
electionic rangactions. Digital 1D ...

To digitally =sign mezsages or receive enciypted

messages, you must have a digital 1D, Get Digital ID...

[JEncrupt contents and attachments for all outgeing messages

[ Digitally sign all outgoing messages

Advanced...

I 0k H Cancel l[ Apply ]

2. Clicking ‘Digital IDs ..."” will open the Outlook Express ‘Certificates’ dialog box.
Click 'Import' button to initiate the process. This will start Certificate Import Wizard. Click 'Next' on the wizard's
welcome dialog.

Comodo Certificate Manager User Guide | © 2009 Comodo CA Limited | All rights reserved 9
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Intended purpose: <All=

Personal | other People | Intermediate Certification Authorities | Trusted Root Certificatiorl # 1% | :d connections and identification,

Issued To Issued By

Certificate intended purposes

Expiratio... | Friendly Mame

cates ] [ Publishers

-

Certificate Import Wizard

-,

Welcome to the Certificate Import
Wizard

This wizard helps wou copy certificates, cerkificate trust
lisks, and certificate revocation lisks From your disk ko a
certificate store,

& cettificate, which is issued by a certification authority, is
a confirmation of vour identity and contains information
used bo prokect daka or ko establish secure netwiork
connections, & certificate stare is the system area where
certificates are kept.

To continue, click Mext.

[ Mexk = l[ Cancel ]

3. Next, browse to the location of your certificate file. Your certificate file is the .p12 file that you downloaded earlier.
If you have not downloaded a certificate file (.p12) then please contact your administrator (refer to the section

entitled ‘Enrollment and Collection of your Certificate’ for more details on this).

Comodo Certificate Manager User Guide | © 2009 Comodo CA Limited | All rights reserved 10
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-~

Certificate Import Wizard

File to Import
Specify the File wou wank to impaork,

File name:

Browse, ..

Mote: More than one certificate can be stored in a single file in the Following Formats:
Personal Information Exchange- PECS #12 (PFx, P12)
Cryptographic Message Syntax Standard- PECS #7 Certificates [ P7E)
Microsoft Serialized Certificate Store (55T

< Back ” Mexk = l[ Zancel ]

4. Now you need to change type of the file, select ‘Personal Information Exchange (.p12)’ from the drop down box,
locate your certificate file (.p12) and click ‘Open’ (see below).

5. To complete the installation process, you are required to enter the PIN (password) you set up for the certificate
during the enroliment process. If you have forgotten your password, contact your system administrator who will
be able to reset it for you. Click ‘OK’ to finish the process.

L <

Certificate Import Wizard

Password

To maintain security, the private key was protected with a password,

Type the password For the private kew,

Passwiord;
|******

Enable strong private key protection. You will be prompted every time the
Enahble st ivate ke Lecki ki ill b ked kime th
private key is used by an application if wou enable this option.

fark. this key as exportable. This will allow vou ko back up or transport your
}ews at a later time,

< Back “ Mexk = ][ Cancel

Comodo Certificate Manager User Guide | © 2009 Comodo CA Limited | All rights reserved 11
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6. Next you will be prompted to choose which certificate store for your certificate. Unless your administrator has
specified otherwise, you should leave this at the default ‘Place all certificates ..." option.

P o

Certificate Import Wizard

Certificate Store
Certificate stores are sysktem areas where certificates are kept,

Windows can automatically select a certificate store, or you can specify a location For

() Aukomatically seleck the certificate skore based on the bype of certificate

{(#)Place all certificates in the Following skore:

Certificate store:

Personal Browse. .,

< Back ” Mewxk = l [ Cancel
Click ‘Next’ to continue the process.
7. The last step: completing the ‘Certificate Import Wizard'.
Certificate Import Wizard

Completing the Certificate Import

Wizard

You have successfully completed the Certificate Import
wizard,

You have specified the Following setkings:
Zertificate Store Selected by User  Personal

Zonktent PFx
File Mame ChworkhCertificates
<] >
< Back ” Finish l [ Zancel

Click ‘Finish’ to complete the process.
That’s it. You have successfully imported your digital certificate into Outlook Express.

Comodo Certificate Manager User Guide | © 2009 Comodo CA Limited | All rights reserved 12
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Importing Your Certificate into The Batl!!

This step by step guide will explain how to import your Comodo digital certificate into The Bat! certificate store.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section ‘Enrollment and Collection of your Certificate’ first.

1. Open The Bat! and click ‘Account’ then ‘Properties’ in the main tool bar. This will open The Bat! ‘Account

Properties’ window.

Next, click the ‘General’ category then click the ‘Edit personal Certificates’ button.

Account  Tools Yiew Options Help

% Get New Mail Fz
(k) Send Queusd Mail shift+F2
Change Password on Server ..,

[Ej Set Access Password.., Chrl+F12
Yiew Log Shift+Chrl+a
2 Refresh Chrl4+F9
@ Dispatch Mail On Server

% Sarting Cffice/Filters  Shift+Ctrl+3
Hij Properties Shift-+Ckel+P

M Account Properties - test

8 o &

el

Ong
S0m
coy

@ General

'& Transport
Mail management
[E| options
|B Files & directories
= Lrﬂ Templates
5] new message
[ Reply
@ Forward
@ Reading confirmation
I‘E Save message
f@ Cookies
¥ sound
_E"J Metwark
L Chat
7] mema

Mame test

Edit personal Certificates

] [ Edit personal wCard l

From infarmation

From Mame |kest

From Address | kest@exarnple. com

Oroanisation | example

Reply-To infarmation

Reply-To Name

Reply-To Address

Default address book:

“default =

[ This account is the default for "mailto:" URLs

virtual Falder name template:

[%:Mame]

||

Cancel

] [ Help ]

Click 'Account’ then ‘Properties’...

...click the ‘General’ category then click the ‘Edit personal Certificates’...

2. Clicking ‘Edit personal Certificates’ will open The Bat! ‘Certificate Manager’ dialog box. You should then click
on the ‘Import’ button. Next, browse to the location of your certificate file. Your certificate file is the .p12 file that
you downloaded earlier. If you have not downloaded a certificate file (.p12) then please contact your
administrator (refer to the section ‘Enrollment and Collection of your Certificate’ for more details on this).

Comodo Certificate Manager User Guide | © 2009 Comodo CA Limited | All rights reserved
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-
Cortricates -8 @ &

General | Personal | Business | Certificates | other

Issued To Issued By Expires Root .
8 & O -
]

Subject

Import S/MIME Certificates from Files
M 2@

Look in: | i I:

test comada.com.pl2

&

My Recent
Diocuments
;[-':
Desktop
Impoart... .
Expork... __.-f

hy Documents

My Carmputer
.% File name: | test comoda.cam.pl 2 M [ Open l
MyMetwork  Files of type: | &l Files [%7] ~v| | cance |

... click on the ‘Import’ button ... Your certificate file is the .p12 file ...

3. If this is the first time you have tried to import a certificate, then The Bat! will ask you to set a password for the
certificate store. It will then request you enter this password every time you access the store (including this first
time). You should choose a secure password that features both alpha and numeric characters. Please make a

note of this password for future reference.

-,

B Input PFX Password

Input password o decrypk data stored intest.comoda.com g1 2.
|

EM Ik l ’ Cancel ] ’ Help ]

... set a password for the certificate store
To complete the installation process, you are required to enter the PIN (password) you set up for the certificate
file during the enrollment process. If you have forgotten your password, contact your system administrator who

will be able to reset it for you. Click ‘OK’ to finish the process.
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™ Input PFX Password

Input password to decrypt a private key stored in test.comodo.com pl2, Private
key caption is testuzer@oomaoda.com'”.

EN [ (0] l ’ Cancel ] ’ Help

vCard file - ACCOUNT.VCF - test

\.‘:) keep the private key on a token?

| es | [ Mo

... enter the PIN (password) you set up for the certificate file
That'’s it. You have successfully imported your digital certificate into The Bat!.

Toes E=a
B vCard file - ACCOUNT.VCF - test
| zeneral | Personal | Business | Certificates |Dther |

Issued To Issued By Expires [=Fululs
@ Test User Comada G, 1502010 11:59:59 PM  A&A Certifi,..
Import... View ’ Generake, .. ] ’ Reset signers. .. ]
Expart. .. Delete Request, .. Taken Editar
I K l ’ Cancel ] ’ Help ]

Comodo Certificate Manager User Guide | © 2009 Comodo CA Limited | All rights reserved 15
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Importing Your Certificate into Mozilla Thunderbird
This step by step guide will explain how to import your Comodo digital certificate into the Thunderbird certificate store.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section ‘Enrollment and Collection of your Certificate’ first.

1. Open Thunderbird and click ‘Tools’ then ‘Options’ in the main tool bar. This will open Thunderbird ‘Options’
window.
Next, click the ‘Advanced’ tab then click the ‘View Certificates’ button.

Tools  Help Options

Address Book Chrl+2 -
&dd-ons - ﬁ / w i::?

H ] General Display: Composition F'r| ar,.-' Attachments Advanced
M Message Filkers., .. _ Ad¥anced

General | Metwark & Disk Space | Update | Certificates

Manage certificates, revocation lists, certificate werification and security devices,

-  Wigwe Certificates [Rgvucatiu:un Lists ] [ Yerification ] [Secgrity Devices

Import...
Error Consale

Account Settings. ..

opkions, ..

(0] 4 ] [ Cancel

2. Clicking ‘View Certificates’ will open ‘Certificate Manager’ dialog box. You should then click on the ‘Import’
button. Next, browse to the location of your certificate file. Your certificate file is the .p12 file that you downloaded
earlier. If you have not downloaded a certificate file (.p12) then please contact your administrator (refer to the
section ‘Enrollment and Collection of your Certificate’ for more details on this).
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&9 Certificate Manager g@

Vour Certificates | Other People's | Web Sites | Autharities |
‘You have certificates from these organizations that identify vous
Certificate Name Security Device Purposes Serial Mumber Expires On [a=]
[
File Name to Restore @
Look jn: | @ Desktop M o F P E-
LY @Mv Dacuments
i 2} :} My Computer
My Recent ‘:JM Metwork Places

Documents E

Import
=
[
Desklop

Fy Documents

=

y Computer

Filz name: |test.examp|e.corn.p1 2 M [ Open ]

MyMNetwork  Fillesofbype: | PKCS12 Files [v| | cance |

3. If this is the first time you have tried to import a certificate, then application will ask you to set a password for the
certificate store. It will then request you enter this password every time you access the store (including this first

time). You should choose a secure password that features both alpha and numeric characters. Please make a
note of this password for future reference.

-

Change Master Password

Security Device:  Software Security Device

Current passwoard;
Mew passward; |

Mew password {again )

~ Passward quality meter

Ok ] [ Cancel ]

... set a password for the certificate store
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To complete the installation process, you are required to enter the PIN (password) you set up for the certificate
file during the enroliment process. If you have forgotten your password, contact your system administrator who
will be able to reset it for you. Click ‘OK’ to finish the process.

-,

Password Entry Dialog

Please enter the passward that was used ko encrypk this
cettificate backup.

Password;

[ Ok l [ Cancel ]

“Alert

That’s it. You have successfully imported your digital certificate into

r@ Certificate Manager g@

our Certificates | Other People's |'Web Sites | Authorities

You have certificates from these organizations that identify you:

Cettificate MName Security Device Purposes Serial Mumber Expires On 85
[=lZamada A Limited
e TestUser Software Security 0., Sign,Encrypt 00:B4:85:80:A%F,.,. 1/8/2010

Irnport
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Importing Your Certificate into Eudora

This step by step guide will explain how to import your Comodo digital certificate into the Eudora certificate store.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then

please read the section ‘Enrollment and Collection of your Certificate’ first.

1. Open Eudora and click ‘Tools’ then ‘Personalities’ in the main tool bar.

5 Eudora

File Edit Mailbox Message Transfer Special | Toals  Window  Help

Filters
‘ g g g E Filter Feport

Mailboxes

File Browser

izl =l

[=] Eudora
% In Skationery
ok Signatures

Personalities

Task Status
Task Errors

Lirk, Hiskary

Address Book, CErl+L
Direckary Services  Cerl+y

Skatiskics

Reset Toals, .,

(g, ESP Groups

Opkions. ..

2. On the left side of your Eudora, under "Persona”, right click on '<Dominant> "' and select 'Properties’.

ﬁ Eudora ‘

“ File Edit Maibox Message Transfer Special Tools !
hd

Persona Accounk

gend Queued Messages
Test

Message 4

Mewy, .,
Delete Dl
Properties alk+Enter

v Allow Docking
Hide

Flaat In Main Window
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3. Select the "Incoming Mail" tab and click on the "Last SSL Info" button.

Account Settings for <Dominant=

| GGeneric Properties | Incoming Mail |

Server: mail . example. com

Configuration: BPOP (O IMaP

|:| Leave mail on server

[ ] Delete from server after | O days

[ ] pelete from server when emptied from Trash

[]skip messages aver | 40 K in size

Authentication style:
(%) Passwords () Kerberos () APOP IRPA

Secure Sockets when Receiving
(IF Available, STARTTLS || | LastssLinfo |

(] 4 l [ Cancel ] [ Help ]

4. You will see an error message under the "Notes" section. Click on the "Certificate Information Manager".

Comodo Certificate Manager User Guide | © 2009 Comodo CA Limited | All rights reserved 20



c- o. M . 0 . D . www.enterprise.comodo.com

iEl

Creating

Eudora 55L Connection Information Manager x|

—General
Server IP Address [ 1111111111 Port | 995
Server Mame Imail.example.mm

Megotiation Time I Friday, January 21, 2005 13:56:03

— Security Parameters
Megotiation Status I Failed

S5L Version I 55L_Prokocolversion_lUndetermined

—Cipher Suite Information

kKey Exchange Algorithm I

Encryption &lgorithm I (0 bits)

Integrity Check algorithm I

Motes

Certificake Error: Cert Chain nok krusted,
Try adding this certificate to your certificate database for S5L ko succeed
Inknown certificate chain walidation error: Codel0)

Certificake Information Manager

5. Click the 'Import Certificate' button.
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Certificate Information Manager x|
ﬂ & Server Certificates

& User Trusted Certificates t
Q Eudora Provided Trusked Certificates

. | N

—Cettificate

Subiject

Issued By

Walid Eram

Serial #

Thumbprint

3
3
3
valid To: |
]
;| |sHa ~]

Wiew Certificake Details | add Tao Trusted Remove Fron Trusted |

Import Certificate | Export Certificate |

6. Next, browse to the location of your certificate file. Your certificate file is the .p12 file that you downloaded earlier.
If you have not downloaded a certificate file (.p12) then please contact your administrator (refer to the section

‘Enrollment and Collection of your Certificate’ for more details on this).
7. Click the "OK" button to finalize the process.
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Importing Your Certificate into Mozilla Firefox
This step by step guide will explain how to import your Comodo digital certificate into the Firefox certificate store.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section ‘Enrollment and Collection of your Certificate’ first.

1. Open Firefox and click ‘Tools’ then ‘Options’ in the main tool bar. This will open the Firefox ‘Options’ window.
Next, click the ‘Advanced’ button then the ‘Encryption’ tab — then click the ‘View Certificates’ button.

|® Mozilla Firefox Options
File Edit ‘“iew History EBookmarks | Tools  Help @F N {M’
— = ==
- A @ l’&] ( Wweb Search CErl+E J -'_'Erl % = L(E}"’
= Tain Tabs Content  Applications  Privacy  Security | Advanced
Most Visited $® Getting Started 5| sl Downloads Clrk+3
Add-ons ieneral | Network | Update | Encryption | e——/
- t\’ly| 4 Online—nepe...| 2 Gmail: Em
Java Console Protacals !
Error Console Chrl+3hift+1
Page Info — Use 551 3.0 Use TLS 1.0
Clear Private Data  Chrl+Shift+Del - Certificates J'[
Cptions... When a server requests my personal certificate:

() Select ane autamatically  (5) Ask me every time

l\l‘iew Certificates ] [R_evocation Lists ] [ Yalidation ] [Securitz Devices
[ CE ] ’ Cancel ] [ Help ]
Open Firefox, select Tools > Options... ...then select Advanced > Encryption > View Certificates

2. Clicking ‘View Certificates’ will open the Firefox ‘Certificate Manager’ dialog box. You should then click on the
‘Import’ button. Next, browse to the location of your certificate file. Your certificate file is the .p12 file that you
downloaded earlier. If you have not downloaded a certificate file (.p12) then please contact your administrator
(refer to the section ‘Enrollment and Collection of your Certificate’ for more details on this).

Comodo Certificate Manager User Guide | © 2009 Comodo CA Limited | All rights reserved 23



c- o. M . 0 . D . www.enterprise.comodo.com

iEl

Creating

r@ Certificate Manager g@

vour Certificates | People | Servers | Authorities | Others

‘You have certificates from these organizations that identify you:

Certificate Mame | Security Device | Serial Mumber Expires On [z
—
File Mame to Restore
Lok jri | (L5 Certificates M 3 F B -
‘_2_ test_comodo.com.p'l 2
My Recent
Documents
?-I-:
Desktop
My Documents
Ay Connpuiter
‘g File name: |test_comodo compl2 M I Open l
MyMNetwork  Fllesoftype: | PKCS12 Files v [ canca |

3. If this is the first time you have tried to import a certificate, then Firefox will ask you to set a ‘master password’ for
the certificate store. It will then request you enter this password every time you access the store (including this
first time). You should choose a secure password that features both alpha and numeric characters. Please make

a note of this password for future reference.

-

Change Master Password

Security Device:  Software Security Device

Current passwiord;
Mew passward: |

Mew passward [again:

~ Passward quality meter

Ok ] [ Cancel ]

4. To complete the installation process, you are required to enter the PIN (password) you set up for the certificate
file during the enrollment process. If you have forgotten your password, contact your system administrator who

will be able to reset it for you. Click ‘OK’ to finish the process.
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e "\
Password Entry Dialog
Please enter the password that was used to encrypt this
cettificate backup.
Password:
[ (04 l [ Cancel ]
o '\
Alert
1 Successfully restored wour security certificatels) and private kew(s).

That’s it. You have successfully imported your digital certificate into Firefox.

r@ Certificate Manager g @ W

wour Certificates | People | Servers | Authorities | Others |

‘fou have certificates From these arganizations that idenkify you:

Certificabe Mame | Security Device | Serial Mumber Expires On 0B
= Cornoda CA Lim...
Testllzer Software Securit... 00:B4:85:80:49 ... 06,01,2010

Impaort...
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Importing Your Certificate into Internet Explorer
This step by step guide will explain how to import your Comodo digital certificate into the Internet Explore certificate store.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section ‘Enrollment and Collection of your Certificate’ first.

1. Open Internet Explorer and click ‘Tools’ then ‘Internet Options’ in the main tool bar. This will open the IE ‘Internet
Options’ window. Next, click the ‘Content’ button then click the ‘Certificates’ button.

/€ Blank Page - Windows Internet Explorer

J———

SAZ M |g, about:blank. M *2 (| X | |Live Search

File Edit “iew Favorites | Tools  Help

Delete Browsing Hiskory. .. - . —"

Wk [@BIank Page l Internet Options @
Pop-up Blocker 3 - i
Phishing Filter b | General || Security || Privvacy | Content | Connections || Prograrns || Advanced |
Manage Add-ons 4

Content Advisor

ql Ratings help vwou contral the Inkernet content that can be
viewed on this computer,

Windows Update

Settings

Wind il

neonis: MEssenger Certificates
06

] . IUse certificates For encrypted connections and identification.
Diagniose Connection Problems. . ﬁ
Ink L Ok

TS SIEE [ Clear 551 state l [ Certificates ] [ Publishers l

AukoConmplete

AukoComplete stores previous entries Settings

on webpages and suggests matches
fFar you,

wl

Feeds

E Feeds provide updated content From Settings

| websites that can be read in Internet
Explorer and other programs.
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2. Clicking ‘Certificates’ will open the Internet Explorer ‘Certificates’ dialog box.

— T ———

Intended purpose: =all= R4

Personal | other People | Intermediate Certification Autharities | Trusted Root CertiFicatiDr: 4 ’ :d connections and identification.

Issued To Issued By Expiratio... | Friendly Mame e ] [ Fublishars

Certificate Import Wizard

Welcome to the Certificate Import

Wizard

This wizard helps wiou copy certificates, certificate trusk
lisks, and certificate revocation lisks From vour disk to a
certificate store,

& certificate, which is issued by a certification autharity, is
a confirmation of wour identity and contains information
used ko protect data or bo establish secure network
connections. A& certificate store is the swstem area where
certificates are kept,

Certificate inkended purposes

To continue, click Mext.

Mexk = ][ Cancel

Click on the ‘Import’ button to start the certificate installation wizard and then click ‘Next"'.
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3. Next, browse to the location of your certificate file. Your certificate file is the .p12 file that you downloaded earlier.
If you have not downloaded a certificate file (.p12) then please contact your administrator (refer to the section
‘Enrollment and Collection of your Certificate’ for more details on this).

[ 1

Certificate Import Wizard

File to Import
Specify the File wou wank to impaork,

File name:

! Browse...

Mokte: More than one certificate can be stored in a single file in the Following Formats:
Personal Information Exchange- PKCS #12 (.PFx, .P12)
Cryprtographic Message Syntax Standard- PECS #7 Certificates [ P7E)

Microsoft Serialized Certificate Store (55T

< Back ” Mexk = ][ Cancel

4. Now you need to change type of the file, select ‘Personal Information Exchange (.p12)’ from the drop down box,
locate your certificate file (.p12) and click ‘Open’ (see below).
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-

Open
Loak jn: |&} Certificates &I Q b

test_u:u:umu:udu:u.u:-:um.p*l 2

ty Aecent
Documents

F‘[_'_'

Desktop

\$

My Documents

by Computer
‘9 File narme: | tl [ Open l
Py Metwark Filez of twpe: Perzonal Infarmation Exchange [F pf: pl12] M [ Cancel ]

#.009 Certificate [*.cer".crt)

Ferzonal Information Exchange [ phe® pld]
ertincate T st List | st

Certificate Revocation List [%.crl]

Mizrozoft Senalized Certificate Store [© 2zt

FKCS #7 Certificates [*.spc;”. p7b]

All Files [*7]

Cryptographic Message S

Microsaft Serialized Certifi

5. To complete the installation process, you are required to enter the PIN (password) you set up for the certificate

during the enrollment process. If you have forgotten your password, contact your system administrator who will
be able to reset it for you. Click ‘OK’ to finish the process.
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[ 1

Certificate Import Wizard

Password
To maintain security, the privake key was protected with a password,

Type the password For the private key,

Password:
|******

[ ]Enable strong private key protection. You will be prompted every time the
private kev is used bw an application if wou enable this option.

[ ]3ark this key as exportable, This will allow you ko back up ar transport wour
}evs at a later time,

< Back ” Mexk = l[ Zancel

6. Next you will be prompted to choose which certificate store for your certificate. Unless your administrator has
specified otherwise, you should leave this at the default ‘Place all certificates ..." option.

[ 1

Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate skore, or vou can specifv a location For

() Aukomatically select the certificate store based an the type of certificate

(%) Place all certificakes in the Following skore!

Certificate store:

Personal Browse. .,

< Back ” Mexk = l[ Cancel

Click ‘Next’ to continue the process.
7. The last step: completing the ‘Certificate Import Wizard’.

Comodo Certificate Manager User Guide | © 2009 Comodo CA Limited | All rights reserved 30



c. o. M . O . D . www.enterprise.comodo.com

iEl

Creating

e o

Certificate Import Wizard

Completing the Certificate Import

Wizard

You have successfully completed the Certificate Import
wizard,

¥ou have specified the Following settings:
Certificate Store Selected byv User  Personal

Content PFx
File Mame Crhwhorkd Certificatest
< >
< Back ” Finish l [ Zancel

Click ‘Finish’ to complete the process.
That’s it. You have successfully imported your digital certificate into Internet Explorer.
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Importing Your Certificate into Opera
This step by step guide will explain how to import your Comodo digital certificate into the Opera certificate store.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section ‘Enrollment and Collection of your Certificate’ first.

1. Open Opera and click ‘Tools’ then ‘Preferences’ in the main tool bar. This will open the Opera ‘Preferences’

window.
Next, click the ‘Advanced’ button then the ‘Security’ tab — then click the ‘Manage Certificates’ button.
¥
—
Preferences
| Tools | Help
=] Mail and Chat Accounts. .. General Whand Search Weh Pages
Delete Private Data. ..
S Motes Tabs .
1 & Transfers cler F Br':"f'\"_smg_'
& History Chrl+5Shift+H Hotifications
&P Links Ctrl+Shift+L
Conkent
advanced L4 Fonks
Cuick Preferences Fi1z » Downloads
AppeEarance, .. Shift+F12 Programs
Preferences. .. Chrl+F12 i
History |» Enable Fraud Protection
iSecurity
Hetwork \\\ Manage Certificates. ..
Toolbars
Shorteuts
Yoice Security Prokocols., ..
... click ‘Tools’ then ‘Preferences’ ... ... click the ‘Advanced’ button then the ‘Security’ tab ...

2. In the pop-up window select 'Personal’, click on Import’ button. Next, browse to the location of your certificate
file. Your certificate file is the .p12 file that you downloaded earlier. If you have not downloaded a certificate file
(.p12) then please contact your administrator (refer to the section ‘Enrollment and Collection of your Certificate’
for more details on this).
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Certificate Manager XK

[ Pers Authorities | Intermediate | Approved

zonal

*Clienk Certificate Issuer Wig, .

Delete

Import. .. | il
s

Export. ..

-

Import Certificate
Look jn: |@ Certificates M Q T -
__2_ test_comodo_com.pl2!

by Recent
Documents

;-[-':
Deszktop
Client

2

ky Documents

o

by Cormputer

—

File name: | test _comodo_com.plZ M [ Open ]

My Metwork.  Files of bype: PKCS #12 with private key] [*p12) ~| | cance |

In the pop-up window select ‘Personal’, then select your certificate file .

3. Next, you are required to enter the PIN (password) you set up for the certificate file during the enrollment
process. If you have forgotten your password, contact your system administrator who will be able to reset it for
you. Click ‘OK’ to finish the process.
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Password

Please enter the password protecting the key

Passwiord Akt

... you are required to enter the PIN (password) ...

4. If this is the first time you have tried to import a certificate, then Opera will ask you to set a ‘master password’ for
the certificate store. It will then request you enter this password every time you access the store (including this
first time). You should choose a secure password that features both alpha and numeric characters. Please make
a note of this password for future reference.

rPasswnrd "~

Your password should have at least 6 characters,
consisting of at least one digit and one alphabetic
character

Current passwiord

ke

Mew password

Confirm new password Ak

That'’s it. You have successfully imported your digital certificate into Opera.
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Importing Your Certificate into Safari
This step by step guide will explain how to import your Comodo digital certificate into the Safari certificate store.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section ‘Enrollment and Collection of your Certificate’ first.
1. Open Safari and click ‘Applications’ then 'Keychain Access’ in the list.

fa s @ Applications -
[ = o) -] a
D newwork a i st o
— % ColorSync Utility 16 nucTona.. 2006, 14:38
L kjlhbjkll B Console 16 nucTona...2006, 14:38
el & DigitalColor Meter 16 nuctona...2006, 14:38
o Untitled = Directary Access 27 TpaeHa 2005, 19:31
SnapNDrag ... = fujf Disk Utility 16 nuctona... 2006, 14:38
—= & Grab 16 nucTona...2006, 14:38
# Grapher 16 nuctona. . 2006, 14:38
E Desktop # Installer 16 nucTona.. 2006, 14:38
"j'f . = r ava 16 AucTona.. 2006, 14:38
= 7. Keychain Access 16 nucrona.. 2006, 14:38
I'-‘_-i Documents -- Migrafion Assistant 14 civHa 2006, 13:28
= @ Netinfo Manager 16 nuctona...2006, 14:38
% Movies @ Nerwork Utility 16 nucTona.. 2006, 14:38
_ / . ODBC Administrator 16 nuctona. 2006, 14:38
é Music & Printer Setup Utility 16 nucTona.. 2006, 14:38
;J BikiTires &y System Profiler 16 nucTtona.. 2006, 14:38 .
- H Terminal 14 ciyHa 2006, 09:08 A
7{"1“:{‘ Applications . @ VoiceOver Utility 16 nuctona.. 2006, 14:38 . v

2. This will open the Safari 'Keychain Access’ window. Next, select the ‘My Certificates’ category.
Browse to the location of your certificate file. Your certificate file is the .p12 file that you downloaded earlier. If you
have not downloaded a certificate file (.p12) then please contact your administrator (refer to the section

‘Enrollment and Collection of your Certificate’ for more details on this).
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& a8 Eeychan AiCess
7]
il
i 57 Chi e back Bhe legin Leyehain,
- 8eann Add Certificates
Koy haens
i login |
B Syitem | oot | Do you want to add the certificateis) from the file
& KS0Aachons | — “west comodo_com.pl2” to a keychain?
. 1 ]
Catngaey q |
_: All Bems | — "
Farnwerds ! | H.E'!"Chﬂlﬂ. len a
L E.r_hhu.u_
(E.:urc-.umm:) (" View Certificates ) { cancel ) f—ok—
i
Setune Moted
[« » )@@ [ Deskuop ) @sear
8 Network "C:_;l__@
Sl kjihb ki [ 1.4.23%
3 untitled
_ SnapN.. & [ www
h
i
i mac
" Documents
i Morves r
& Music N
Pictures &
o Applications v

Keychain: | login

If Cancel )

3. To continue the installation process, you are required to enter the PIN (password) you set up for the certificate file
during the enroliment process. If you have forgotten your password, contact your system administrator who will
be able to reset it for you. Click ‘OK’ to continue the process.

Authenticate

Enter the password for
“test_comodo_com.pl2™:

)
A

Password: ssssss

B Details

C Cancel ) G—BH

4. If this is the first time you have tried to import a certificate, then Safari will ask you to set a keychain password for
the certificate store. It will then request you enter this password every time you access the store (including this
first time). You should choose a secure password that features both alpha and numeric characters. Please make
a note of this password for future reference.
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Unlock Keychain

n Please enter your keychain password.

i Keychain Access wants to use keychain “login®.
. &- i%l

Password:

i = Details

| @ (Cancel)( Ok )

That's it. You have successfully imported your digital certificate into Safari.

e Keychain Access
gj 1 ik to lock the legin keychain. Q
Keychains |
&' login o | 38712
Issued by: ComodoTF Demo CA
& System )
Expires:
& X509Anchors

@ This certificate is valid

| Name i Kind Date Madified Keychain
£ 98712 certificane - Ingin

Category
& All ltems
b L. Passwords
Ed Certificates
El My Certificates
T Keys
Secure Notes
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Importing Your Certificate into Konqueror
This step by step guide will explain how to import your Comodo digital certificate into the Konqueror certificate store.

Note: This document assumes you have already enrolled for and downloaded your certificate. If this is not the case then
please read the section ‘Enrollment and Collection of your Certificate’ first.

1. Open Konqueror and click ‘Settings’ then ‘Configure Konqueror in the main tool bar.

okmarks Tools | Settings Window Help

: Fi Hide Menubar Ctrl+M
G KA

Toolbars kI
w.ya. ruf
1 Full Screen Mode Ctrl+ shift+F
Load View Profile 3

Sawve View Profile "Web Browsing"...

Configure View Profiles...

Configure Extensions...
REL, Configure Spell Checking...
% Configure Shortcuts..
% Configure Toolbars...

‘@ Configure Kongueror..,

This will open the Konqueror configuration window. Next, click the ‘Crypto’ button then the ‘Your Certificates’
tab.
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& Configure - Konqueror 20| x|

TITSTOTy ST AI Configure SSL, manage certificates, and other cryptography settings

_§
wass ssL | openssL | Your Certificates IAuLhentication Peer SSL Certificates |>

@ Common MName |EmaiIAddress | lmpart...
[

|
|
Sl |
Proxy |
|
|

Browser Identification

g ; Valid from:

Plugins
9 Valid until:

%3 —  MDS5 digest:
[

Help

Defaults | oK Cancel

2. Click on 'Import' button and browse to the location of your certificate file. Your certificate file is the .p12 file that
you downloaded earlier. If you have not downloaded a certificate file (.p12) then please contact your
administrator (refer to the section ‘Enrollment and Collection of your Certificate’ for more details on this).

\aasl ssL | openssL | Your Certificates IAuLhenticatinn | Beer ssL certificates
Cookies

; Commoaon Mame | Email Address Import...
4 —_—
£ Open - Kongueror ' 2|10 x|

@ dE @ @ﬁ |@;usr}hcmemlegf‘tmpf [

; Ridgin 2.2,
@DESHGP wf86video-unichrome-0.2.6

'& Home Folder

it
™ | storage Media

@Netwurk Fold... I=':””"'ti':”"’l j Open

Filter.  |PKCS#12 Certificate Bundle ~|  cancel
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3. Next, you are required to enter the PIN (password) you set up for the certificate file during the enrollment
process. If you have forgotten your password, contact your system administrator who will be able to reset it for
you. Click ‘OK’ to finish the process.

That'’s it. You have successfully imported your digital certificate into Konqueror.
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About Comodo

Comodo is a leading global provider of Identity and Trust Assurance services on the Internet. Comodo CA offers a
comprehensive array of PKI Digital Certificates, eCommerce Acceleration and Infrastructure Security solutions including
User Access Authentication (Two-Factor / Multi-Factor), Network Vulnerability Scanning and PCI compliance services.
With over 10,000,000 installations of its threat prevention products, Comodo Security Solutions offers an extensive suite
of endpoint security software and services for businesses and consumers.

Continual innovation, a core competence in PKI and a commitment to reversing the growth of Internet-crime distinguish
the Comodo companies as vital players in the Internet's ongoing development. The Comodo companies secure and
authenticate online transactions and communications for over 200,000 business customers, and have offices in the US,
UK, China, India, Romania and the Ukraine.

Comodo provides businesses and consumers with the intelligent security, authentication and assurance services
necessary to establish and ensure trust in online transactions.

Comodo CA Limited Comodo Security Solutions, Inc
3rd Floor, 26 Office Village, Exchange Quay, 525 Washington Blvd.,

Trafford Road, Salford, Manchester M5 3EQ, Jersey City, NJ 07310

United Kingdom. United States.

Tel: +1 888 256 2608

Tel : +44 (0) 161 874 7070 Tel: +1703 637 9361

Email: EnterpriseSolutions@comodo.com

Fax : +44 (0) 161 877 7025

For additional information on Comodo - visit http://www.enterprise.comodo.com/.
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