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1. Introduction

A Certification Practice Statement (“CPS”) is defined by the Electronic | Please Note: The
Commerce and Information Technology Division of the American Bar _ca?#alggcéterms
Association as “a statement of the practices which a certification ::Tefil’IlZd termasr?/vith
authqrity emplpys in issuing certificates.” The thawte CPS explai.ns the | gpecific meanings.
policies, practices, and procedures that govern the thawte public key | Please see

infrastructure (“thawte PKI”). Section 9 for a list
of definitions.
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1.1 Overview

thawte’s Certification Authorities (CAs) offer four distinct classes of end user subscriber
certificates — High Assurance with extended validation, High Assurance, Medium Assurance and
Low Assurance. The distinction between these classes of Certificates is the level of Subscriber
identification and authentication performed (See CPS §§ 3.1.8, 3.1.9). In addition, specific types
of certificates within these classes have specific intended uses (See CPS §1.3.4) and certificate
profiles (See CPS §7.1).

thawte High Assurance with extended validation Certificates are certificates issued by thawte in
conformance with the Guidelines for Extended Validation Certificates published by the a forum
consisting of major certification authorities and browser vendors.

thawte High Assurance Certificates are issued to organizations (including sole proprietors) to
provide authentication; message, software, and content integrity; and confidentiality encryption.
thawte High Assurance Certificates provide assurances of the identity of the Subscriber based on a
confirmation that the Subscriber organization does in fact exist, that the organization has
authorized the Certificate Application, and that the person submitting the Certificate Application
on behalf of the Subscriber was authorized to do so. thawte High Assurance Certificates for
servers (SSL Web Server Certificates, SSL Wildcard Certificates and SGC SuperCerts) also
provide assurances that the Subscriber is entitled to use the domain name listed in the Certificate
Application.

thawte Medium Assurance SSL123 Certificates are issued to Domains to provide

confidentiality encryption. thawte validates that the person enrolling for the certificate has

control of the domain by requiring the person to respond to an e-mail hosted at that domain. No
organization authentication is performed on the owner of the domain.

thawte Low Assurance Certificates are individual Certificates, whose validation procedures are
based on assurances that the Subscriber’s e-mail address is associated with a public key. They are
appropriate for digital signatures, encryption, and access control for non-commercial or low-value
transactions where proof of identity is unnecessary. In addition, thawte also offers Freemail Web
of Trust individual certificates, which include confirmation of the Subscriber’s identity. See CPS
§3.1.9 for more information.



Within these classes of Certificates, thawte issues the following specific types of certificates to end

user subscribers in accordance with this CPS:

Certificate
Type

Assurance
Level

Issued to

Description and Benefit

SSL Web | High with | Organizations | High Assurance with extended
Server extended validation secure SSL certificates issued
Certificates | validation by thawte in conformance with the
with EV Guidelines for Extended Validation
Certificates.
Capable of 256-bit encryption used to
support SSL sessions between web
browsers and servers.
SSL Web | High Organizations | High Assurance secure SSL certificates
Server (including sole | with stringent 3 step authentication
Certificates proprietors) capable of 256-bit encryption used to
and individuals | support SSL sessions between web
in the USA and | browsers and servers.
Germany
Wildcard High Organizations | Secure SSL certificates with stringent 3
Certificates (including sole | step authentication capable of 256-bit
proprietors) encryption that secure multiple hosts on
and individuals | a single domain on the same server.
in the USA and
Germany
SGC High Organizations | High Assurance Premium Server Gated
SuperCerts (including sole | Cryptography SSL certificates with
proprietors) stringent 3 step authentication, automatic
and individuals | 128-bit step-up encryption and capable
in the USA and | of 256-bit encryption * used to support
Germany SSL sessions between web browsers and
web servers.
* Compatible with browsers IE 4.X or
Netscape 4.06 and later
Code Signing | High Organizations | Certificates which secure delivery of
Certificates (including so code and content to browsers over the
and individuals | Internet.
in the USA and
Germany le
proprietors)
SSL123 Medium Registered Medium Assurance domain validated
Certificates Domain SSL certificates capable of 256-bit

encryption used to support SSL sessions
between web browsers and servers.




Certificate
Type
Personal
E-mail
Certificates

Assurance
Level
Low

Issued to

Individuals

Description and Benefit

Secure e-mail communication thawte
Personal E-mail Certificates contain
“Thawte Freemail Member” as the
common name. thawte’s Freemail Web
of Trust Certificates includes the
Subscriber’s authenticated name as the

common name.

Table 1 — Certificate Types within the thawte PKI

thawte also offers the following programs for organizations which require multiple Server and
Code Signing Certificates:

Program Purpose and Benefit | Program Description

Starter PKI
Program (SPKI)

The SPKI Program
allows an organization
to issue multiple SSL
Web Server, SGC
SuperCerts and Code
Signing  Certificates
by means of self-
service.

SPKI Customers approve or deny certificate
requests using the SPKI system functionality.
Customers manage the life cycle of certificates
themselves and thus have full control of revocation
and renewal of certificates. ~ As with other
certificates, thawte performs the back-end
certificate  issuance. Customers only issue
certificates for SSL Web Server, SGC SuperCerts
and Code Signing Certificates within their own
organizations.

Reseller Partner
Program

This program provides
a one-stop base that
allows Resellers to
purchase, manage and
resell SSL  Web
Server, SSL Wildcard,
SSL123, SGC
SuperCerts and Code
Signing Certificates.

thawte’s Reseller Partner Program offers Resellers
(e.g. Web Hosting companies, ISPs, Registrars) the
ability to enroll for SSL Web Server,SSL Wildcard,
SSL123, SGC SuperCerts and Code Signing
Certificates on behalf of their customers . Although
the Reseller assists with the enrollment process (See
CPS § 4.1.1), the Reseller does not perform
validation functions, but instead thawte performs
these validation functions. Also, it is the Resellers’
customers that obtain SSL Web Server, SSL
Wildcard, SSL123, SGC SuperCerts and Code
Signing Certificates as the actual Subscribers and
are ultimately responsible for  Subscriber
obligations under the appropriate Subscriber
Agreement. Resellers have an obligation to provide
the applicable Subscriber Agreements to their
clients to inform them of their obligations.




Program
t-refer Program

Purpose and Benefit |
This program allows

companies to refer
customers to thawte.
Once a certificate is
issued to the
customer, the referrer
is paid a referral fee.
SSLL  Web Server,
SSL123, SGC
SuperCerts and Code

Program Description

t-refer allows entities to install a link on their
website: via this link their customers can buy
thawte certificates. The referrer is not necessarily
affiliated to the customer and will not need to be
involved in the enrollment process with the
customer. The channel is used to allow referrals to
thawte for compensation without having to pre-pay.
The discounts offered in the referral channel are
lower than those in the Reseller Partner Program.
The customer is responsible for both the enrollment

Signing  Certificates
are sold through this
channel.

and payment of their certificate.

Table 2 — thawte PKI Programs
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Role of the thawte CPS and Ancillary Agreements

The CPS describes at a general level the overall business, legal, and technical infrastructure of
the thawte PKI. The CPS describes, among other things:

Obligations of Certification Authorities, Registration Authorities, Subscribers, and
Relying Parties within the thawte PKI,

Legal matters that are covered in Subscriber Agreements and Relying Party
Agreements within the thawte PKI,

Audit and related security and practices reviews that thawte and thawte PKI
Participants undertake,

Methods used within the thawte PKI to confirm the identity of Certificate Applicants
for each type of Certificate,

Operational procedures for Certificate life cycle services undertaken in the thawte PKI,
including Certificate application, issuance, acceptance, revocation, and renewal,
Operational security procedures for audit logging, records retention, and disaster
recovery used within the thawte PKI,

Physical, personnel, key management, and logical security practices of PKI
Participants,

Certificate and Certificate Revocation List content within the thawte PKI, and
Administration of the CPS, including methods of amending it.

In addition, there are ancillary agreements imposed by thawte which apply to thawte PKI
Participants. These agreements bind Customers, Subscribers, and Relying Parties of thawte.
Among other things, the agreements flow down thawte requirements to these thawte PKI
Participants and, in some cases, state specific practices for how they must meet thawte
requirements.



1.1.2 Background Concerning Digital Certificates and the thawte PKI

This CPS assumes that the reader is generally familiar with Public Key Infrastructures (PKIs),
Digital Certificates, Digital Signatures, Encryption, and the thawte PKI. If not, thawte advises
that the reader obtain some training in the use of public key cryptography and public key
infrastructure as implemented in the thawte PKI. General educational and training information
is accessible from thawte at http://www.thawte.com. Also, a brief summary of the roles of
the different thawte PKI Participants is set forth in CPS § 1.3.

1.1.3 Compliance with Applicable Standards

The practices specified in this CPS have been designed to meet or exceed the requirements of
generally accepted and developing industry standards including AICPA/CICA WebTrust
Program for Certification Authorities, ANS X9.79:2001 PKI Practices and Policy Framework,
and other industry standards related to the operation of CAs.

The structure of this CPS generally corresponds to the Internet X.509 Public Key Infrastructure
Certificate Policy and Certification Practices Framework, known as RFC 2527 of the Internet
Engineering Task Force, an Internet standards body. The RFC 2527 framework has become a
standard in the PKI industry. This CPS conforms to the RFC 2527 framework in order to make
policy mapping and comparisons, assessment, and interoperation easier for persons using or
considering using thawte services. thawte reserves the right to vary from the RFC 2527
structure as needed, for example to enhance the quality of the CPS or its suitability to thawte
PKI participants. Moreover, the CPS structure may not correspond to future versions of RFC
2527.

1.2 Ildentification
This document is the thawte Certification Practice Statement.
1.3 Community and Applicability

The community governed by this CPS is the thawte PKI, which is a PKI that accommodates a
worldwide, large, public, and widely distributed community of users with diverse needs for
communications and information security. This CPS is the document that governs the thawte PKI.
Participants in the thawte PKI are located across the globe.

1.3.1 Certification Authorities

The term Certification Authority (“CA”) is an umbrella term that refers to all entities issuing
Certificates within the thawte PKI. thawte currently operates the following Certification
Authorities within the thawte PKI:

CA Name CA Description Registration Authorities
thawte Root Thawte Server | Root CA that issues o _thawte
CAs CA medium assurance domain | 0 thawte SPKI Customers

validated SSL Certificates




CA Name

thawte Primary
Root CA

CA Description

High Assurance offline
Root CA that issues:

Registration Authorities
thawte

VeriSign Class

High Assurance Root CA

VeriSign

3 Public that tissues:
Primary CA Sub-CA  Certificates for

thawte Issuing CAs
Thawte Low Assurance Root CA | thawte
Personal that issues:
Freemail CA [ISub-CA Certificates for

thawte Issuing CAs
Thawte High Assurance Root CA | thawte
Premium that issues:
Server CA IServer Certificates

[JSub-CA Certificates for

thawte Issuing CAs
Thawte Currently inactive | thawte
Personal
Premium CA
Thawte Currently inactive | thawte
Personal Basic
CA
Thawte Time | Currently inactive | thawte
Stamping CA
thawte Primary | Currently inactive thawte
Root CA —G2
thawte Primary | Currently inactive thawte
Root CA — G3

Subordinate | Thawte Sub-CA that issues: o thawte
Issuing CAs | Personal "1Low assurance individual | 0 . thawte Web of Trust

Freemail “Freemail” certificates for Notaries
Issuing CA S/MIME and client

authentication

[JLow assurance “Freemail

Web of Trust” certificates

for S/MIME and client

authentication
Thawte  Code | Sub-CA that issues: o thawte
Signing CA JHigh Assurance Code | 0 . thawte SPKI Customers

Signing Certificates




CA Name CA Description Registration Authorities
thawte SSL | Sub-CA that issued: * thawte
Domain CA e Medium assurance
domain validated SSL
certificates
NOTE: this CA is no
longer in use. Medium
assurance domain
validated certificates are
issued by the thawte
Server CA
thawte SGC | Sub-CA that issues: * thawte
CA e High assurance SGC
SuperCerts
thawte Sub-CA that issues: thawte
Extended Extended validation SSL
Validation SSL | Certificates
CA
thawte Sub-CA that issues: thawte
Extended Extended validation SGC
Validation SSL | SuperCerts
SGC CA

Table 3 — CAs Within the Thawte PKI

Note: Refer to the thawte Repository at http://www.thawte.com/repository for updates to the

current listing of thawte CAs.




1.3.2 Registration Authorities

Registration Authorities (“RAs”) within the thawte PKI include the following:

Registration Role

Authority

thawte thawte performs the RA function for all high assurance certificates,
medium assurance certificates and for low assurance “Freemail”
certificates, which do not include the subscriber’s name.

SPKI Customers SPKI Customers perform identification and authentication of high

assurance Certificate subscribers within the SPKI Customer’s
organization as described in CPS §1.1.

Notaries

thawte Web of Trust

thawte’s Web of Trust Notaries perform the RA function for low
assurance “Freemail Web of Trust certificates which contain the
subscriber’s authenticated name.

Table 4 — RAs within the thawte PKI

1.3.3 End Entities

Subscribers within the thawte PKI include the following:

Class Issued to Types of Subscribers
Low Assurance | Individuals Any individual, including members of the general public.
Medium Registered Any person who has control of a domain referring to a
Assurance Domains device including, but not limited to:
» Web servers, mail servers and web traffic management
devices
* Intranet device utilizing IP addresses
High Organizations Organizations  (including  agencies, = Educational
Assurance Institutions, Government Departments, etc.) that control a
device including, but not limited to:
e Web servers, mail servers and web traffic
management devices
o Devices digitally signing code or other content.

Sole Proprietors Small Office Home Office (“SOHQO”) clients that are
typically individuals who run a sole proprietor online or
development business.

High Organizations Incorporated  Organizations (including government

Assurance with agencies, Educational Institutions, Government

extended Departments, etc.) The types of Organizations that

validation qualify for EV Certificates are more fully described in
Appendix Al of this CPS.

Table 5 — Subscribers within the thawte PKI




CAs are themselves, as a technical matter, Subscribers of Certificates, either as a Root CA
issuing a self-signed Certificate to itself, or as a Subordinate CA issued a Certificate by a
superior CA. References to “Subscribers” in this CPS, however, apply only to end-user
Subscribers.

1.3.4 Applicability

This CPS applies to all thawte PKI Participants, including thawte, Customers, Referrers,
Resellers, Subscribers, and Relying Parties. This CPS describes the practices governing the
use of High Assurance with extended validation, High Assurance, Medium Assurance and Low
Assurance Certificates within the thawte PKI. Each type of Certificate is generally appropriate
for use with the applications set forth in CPS §§ 1.3.4.1 and § 1.1 (Table 1). Nonetheless, by
contract or within specific environments (such as an intra-company environment), thawte PKI
Participants are permitted to use Certificates for higher security applications than the ones
described in CPS §§ 1.1, 1.3.4.1. Any such usage, however, shall be limited to such entities
and subject to CPS §§ 2.2.1.2, 2.2.2, and these entities shall be solely responsible for any harm
or liability caused by such usage.

1.3.4.1  Suitable Applications

Individual Certificates and some organizational Certificates permit Relying Parties to verify
digital signatures. thawte PKI Participants acknowledge and agree, to the extent permitted
by applicable law, that where a transaction is required to be in writing, a message or other
record bearing a digital signature verifiable with reference to a thawte Certificate may be
valid, effective, and enforceable to an extent no less than if the same message or record been
written and signed on paper. Subject to applicable law, a digital signature or transaction
entered into with reference to a thawte Certificate shall be effective regardless of the
geographic location where the thawte Certificate is issued or the digital signature created or
used, and regardless of the geographic location of the place of business of the CA or
Subscriber.

1.3.4.2  Restricted Applications

In general, thawte Certificates are general-purpose Certificates. thawte Certificates may be
used to interoperate with diverse Relying Parties worldwide. Usage of thawte Certificates is
not generally restricted to a specific business environment, such as a pilot, financial services
system, vertical market environment, or virtual marketplace. Nonetheless, such use is
permitted and Customers using Certificates within their own environment may place further
restrictions on Certificate use within these environments. thawte and other thawte PKI
Participants, however, are not responsible for monitoring or enforcing any such restrictions in
these environments.

Nonetheless, certain thawte Certificates are limited in function. For example, CA
Certificates may not be used for any functions except CA functions. Moreover, individual
Certificates are intended for client applications and shall not be used as server or
organizational Certificates. In addition, High Assurance organizational Certificates issued to
devices are limited in function to web servers, mail servers or web traffic management



devices (in the case of SSL Web Server Certificates and SGC SuperCerts) and Code Signing
(in the case of Code Signing Certificates).

Also, with respect to thawte Certificates, the key usage extension is intended to limit the
technical purposes for which a private key corresponding to the public key in a Certificate
may be used within the thawte PKI. See CPS § 6.1.9. In addition, end-user Subscriber
Certificates shall not be used as CA Certificates. This restriction is confirmed by the absence
of a Basic Constraints extension. See CPS § 7.1.2. The effectiveness of extension-based
limitations, however, is subject to the operation of software manufactured or controlled by
entities other than thawte.

More generally, Certificates shall be used only to the extent use is consistent with applicable
law, and in particular shall be used only to the extent permitted by applicable export or
import laws.

1.3.4.3  Prohibited Applications

thawte Certificates are not designed, intended, or authorized for use or resale as control equipment
in hazardous circumstances or for uses requiring fail-safe performance such as the operation of
nuclear facilities, aircraft navigation or communication systems, air traffic control systems, or
weapons control systems, where failure could lead directly to death, personal injury, or severe
environmental damage. Also, subject to CPS § 1.3.4, Low Assurance Personal E-mail and
Freemail Web of Trust Certificates shall not be used as proof of identity or as support of
nonrepudiation of identity or authority.

1.4 Contact Details

1.4.1 Specification Administration Organization

The organization administering this CPS is VeriSign, Inc. Inquiries should be addressed as
follows:

VeriSign, Inc.

487 East Middlefield Road

Mountain View, CA 94043, USA

Attn: Practices Development — thawte CPS
+1 (650) 961-7500 (voice)

+1 (650) 426-5113 (fax)
practices(@verisign.com

-10 -



1.4.2 Contact Person

Address inquiries about the CPS to practices@verisign.com. or to the following address:

VeriSign, Inc.

487 East Middlefield Road

Mountain View, CA 94043 USA

Attn: Practices Development — thawte CPS
+1 (650) 961-7500 (voice)

+1 (650) 426-5113 (fax)
practices(@verisign.com

1.4.3 Person Determining CPS Suitability for the Policy

The VeriSign/thawte Practices Development group is responsible for determining whether this
CPS and other documents in the nature of certification practice statements and certificate
policies that supplement or are subordinate to this CPS are suitable under the thawte CPS.

2. General Provisions

2.1 Obligations

2.1.1 CA Obligations

CAs perform the specific obligations appearing throughout this CPS. In addition, thawte uses
commercially reasonable efforts to ensure that Subscriber Agreements and Relying Party
Agreements bind Subscribers and Relying Parties within the thawte PKI. Examples of such
efforts include, but are not limited to, requiring assent to a Subscriber Agreement as a
condition of enrollment or requiring assent to a Relying Party Agreement as a condition of
receiving Certificate status information. Similarly, Resellers (where required by contract) must
use Subscriber Agreements and Relying Party Agreements in accordance with the requirements
imposed by thawte. The Subscriber Agreements and Relying Party Agreements used by
thawte and Resellers must include the provisions required by CPS §§ 2.2-2.4.

2.1.2 RA Obligations

Where the RA function is not performed by thawte itself, external RAs assist thawte by
performing validation functions, approving or rejecting Certificate Applications, requesting
revocation of Certificates, and approving renewal requests. The provisions of the CPS specify
obligations of each category of RAs: thawte itself, SPKI Customers and thawte Web of Trust
Notaries.

-11 -



2.1.3 Subscriber Obligations

Subscriber obligations apply to Subscribers within the thawte PKI, through this CPS, by way
of Subscriber Agreements approved by thawte. Certain Subscriber Agreements in force within
the thawte PKI appear at: http://www.thawte.com/repository.

Within the thawte PKI, Subscriber Agreements require that Certificate Applicants provide
complete and accurate information on their Certificate Applications and manifest assent to the
applicable Subscriber Agreement as a condition of obtaining a Certificate.

Subscriber Agreements apply the specific obligations appearing in the CPS to Subscribers
within the thawte PKI. Subscriber Agreements require Subscribers to use their Certificates in
accordance with CPS § 1.3.4. They also require Subscribers to protect their private keys in
accordance with CPS §§ 6.1-6.2, 6.4. Under these Subscriber Agreements, if a Subscriber
discovers or has reason to believe there has been a Compromise of the Subscriber’s Private
Key or the activation data protecting such Private Key, or the information within the Certificate
is incorrect or has changed, that the Subscriber must promptly:
e Notify thawte in accordance with CPS §4.4.1.1 and request revocation of the
Certificate in accordance with CPS §§ 3.4, 4.4.3.1, and
e Notify any person that may reasonably be expected by the Subscriber to rely on or to
provide services in support of the Subscriber’s Certificate or a digital signature
verifiable with reference to the Subscriber’s Certificate.

Subscriber Agreements require Subscribers to cease use of their private keys at the end of their
key usage periods under CPS § 6.3.2.

Subscriber Agreements state that Subscribers shall not monitor, interfere with, or reverse
engineer the technical implementation of the thawte PKI, except upon prior written approval
from thawte, and shall not otherwise intentionally compromise the security of the thawte PKI.

2.1.4 Relying Party Obligations

Relying Party obligations apply to Relying Parties within the thawte PKI, through this CPS, by
way of thawte’s Relying Party Agreement(s). Relying Party Agreement(s) in force within the
thawte PKI appear at: http://www.thawte.com/repository.

Relying Party Agreements within the thawte PKI state that before any act of reliance, Relying
Parties must independently assess the appropriateness of the use of a Certificate for any given
purpose and determine that the Certificate will, in fact, be used for an appropriate purpose.
They state that thawte, CAs, and RAs are not responsible for assessing the appropriateness of
the use of a Certificate. Relying Party Agreements specifically state that Relying Parties must
not use Certificates beyond the limitations in CPS § 1.3.4.2 and for purposes prohibited in CPS
§ 1.3.4.3.

Relying Party Agreements further state that Relying Parties must utilize the appropriate

software and/or hardware to perform digital signature verification or other cryptographic
operations they wish to perform, as a condition of relying on Certificates in connection with
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each such operation. Such operations include identifying a Certificate Chain and verifying the
digital signatures on all Certificates in the Certificate Chain. Under these Agreements, Relying
Parties must not rely on a Certificate unless these verification procedures are successful.

Relying Party Agreements also require Relying Parties to check the status of a Certificate on
which they wish to rely, as well as all the Certificates in its Certificate Chain in accordance
with CPS § 4.4.10. If any of the Certificates in the Certificate Chain have been revoked,
according to Relying Party Agreements, the Relying Party must not rely on the end-user
Subscriber Certificate or other revoked Certificate in the Certificate Chain.

Finally, Relying Party Agreements state that assent to their terms is a condition of using or
otherwise relying on Certificates. Relying Parties that are also Subscribers agree to be bound
by Relying Party terms under this section, disclaimers of warranty, and limitations of liability
when they agree to a Subscriber Agreement.

Relying Party Agreements state that if all of the checks described above are successful, the
Relying Party is entitled to rely on the Certificate, provided that reliance upon the Certificate is
reasonable under the circumstances. If the circumstances indicate a need for additional
assurances, the Relying Party must obtain such assurances for such reliance to be deemed
reasonable.

Relying Party Agreements state that Relying Parties must not monitor, interfere with, or
reverse engineer the technical implementation of the thawte PKI, except upon prior written
approval from thawte, and shall not otherwise intentionally compromise the security of the
thawte PKI.

2.15 Repository Obligations

thawte is responsible for the repository functions for its CAs. Upon revocation of an end-user
Subscriber’s Certificate, thawte publishes notice of such revocation on the thawte website at
https://www.thawte.com/cgi/lifecycle/roots.exe. thawte publishes CRLs for its CAs pursuant
to CPS §§ 2.6, 4.4.9.

2.2 Liability

2.2.1 Certification Authority Liability

The warranties, disclaimers of warranty, and limitations of liability among thawte, Resellers,
and their respective Customers within the thawte PKI are set forth and governed by the
agreements among them. This CPS § 2.2.1 relates only to the warranties that certain CAs
(thawte CAs) must make to end-user Subscribers receiving Certificates from them and to
Relying Parties, the disclaimers of warranties they shall make to such Subscribers and Relying
Parties, and the limitations of liability they shall place on such Subscribers and Relying Parties.

thawte uses, and (where required) Resellers shall use, Subscriber Agreements and Relying
Party Agreements in accordance with CPS § 2.1.1. These Subscriber Agreements shall meet
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the requirements imposed by thawte (in the case of Resellers). Requirements that Subscriber
Agreements contain warranties, disclaimers, and limitations of liability below apply to those
Resellers that use Subscriber Agreements. thawte adheres to such requirements in its
Subscriber Agreements. thawte’s practices concerning warranties, disclaimers, and limitations
in Relying Party Agreements apply to thawte. Note that terms applicable to Relying Parties
shall also be included in Subscriber Agreements, in addition to Relying Party Agreements,
because Subscribers often act as Relying Parties as well.

2.2.1.1  Certification Authority Warranties to Subscribers and Relying Parties

thawte’s Subscriber Agreements include, and other Subscriber Agreements shall include, a
warranty to Subscribers that:

e There are no material misrepresentations of fact in the Certificate known to or
originating from the entities approving the Certificate Application or issuing the
Certificate,

e There are no errors in the information in the Certificate that were introduced by the
entities approving the Certificate Application or issuing the Certificate as a result of a
failure to exercise reasonable care in managing the Certificate Application or creating
the Certificate,

e Their Certificates meet all material requirements of this CPS, and

e Revocation services and use of a repository conform to this CPS in all material aspects.

thawte’s Relying Party Agreements contain a warranty to Relying Parties who reasonably
rely on a Certificate that:

e All information in or incorporated by reference in such Certificate, except Non-verified
Subscriber Information, is accurate, and

e The entities approving the Certificate Application and issuing the Certificate have
substantially complied with this CPS when issuing the Certificate.

2.2.1.2  Certification Authority Disclaimers of Warranties

To the extent permitted by applicable law, thawte’s Subscriber Agreements and Relying
Party Agreements disclaim, and other Subscriber Agreements shall disclaim, thawte’s
possible warranties, including any warranty of merchantability or fitness for a particular

purpose.

2.2.1.3  Certification Authority Limitations of Liability

To the extent permitted by applicable law, thawte’s Subscriber Agreements and Relying
Party Agreements limit, and other Subscriber Agreements shall limit thawte’s liability.
Limitations of liability include an exclusion of indirect, special, incidental, and
consequential damages. They also include the following liability caps limiting thawte’s
damages concerning High Assurance Certificates to two (2) times the purchase price of the
Certificate.
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thawte’s limitation of liability for EV certificates is further described in Section 37 of
Appendix Al to this CPS

2.2.1.4  Force Majeure

To the extent permitted by applicable law, thawte’s Subscriber Agreements and Relying
Party Agreements include, and other Subscriber Agreements shall include, a force majeure
clause protecting thawte.

2.2.2 Registration Authority Liability

The warranties, disclaimers of warranty, and limitations of liability between an RA and the CA
it is assisting to issue Certificates, or the applicable Reseller, are set forth and governed by the
agreements between them.

2.2.3  Subscriber Liability

2.2.3.1  Subscriber Warranties

thawte’s Subscriber Agreements require Subscribers to warrant that:

e FEach digital signature created using the private key corresponding to the public key listed
in the Certificate is the digital signature of the Subscriber and the Certificate has been
accepted and is operational (not expired or revoked) at the time the digital signature is
created,

e No unauthorized person has ever had access to the Subscriber’s private key,

e All representations made by the Subscriber in the Certificate Application the Subscriber
submitted are true,

e All information supplied by the Subscriber and contained in the Certificate is true,

e The Certificate is being used exclusively for authorized and legal purposes, consistent with
this CPS, and

e The Subscriber is an end-user Subscriber and not a CA, and is not using the private key
corresponding to any public key listed in the Certificate for purposes of digitally signing
any Certificate (or any other format of certified public key) or CRL, as a CA or otherwise.

Other Subscriber Agreements shall also contain these requirements.
2.2.3.2  Private Key Compromise

This CPS sets forth thawte requirements for the protection of the private keys of Subscribers,
which are included by virtue of CPS § 6.2.7.1 in Subscriber Agreements. Subscriber
Agreements state that Subscribers failing to meet these thawte requirements are solely
responsible for any loss or damage resulting from such failure.
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2.2.4 Relying Party Liability

Subscriber Agreements and Relying Party Agreements require Relying Parties to acknowledge
that they have sufficient information to make an informed decision as to the extent to which
they choose to rely on the information in a Certificate, that they are solely responsible for
deciding whether or not to rely on such information, and that they shall bear the legal
consequences of their failure to perform the Relying Party obligations in CPS § 2.1.4.

2.3 Financial Responsibility

2.3.1 Indemnification by Subscribers and Relying Parties

2.3.1.1 Indemnification by Subscribers

To the extent permitted by applicable law, thawte’s Subscriber Agreements require, and
other Subscriber Agreements shall require, Subscribers to indemnify thawte and any non-
thawte RA’s for:

e Falsehood or misrepresentation of fact by the Subscriber on the Subscriber’s
Certificate Application,

e Failure by the Subscriber to disclose a material fact on the Certificate Application, if
the misrepresentation or omission was made negligently or with intent to deceive any
party:

e The Subscriber’s failure to protect the Subscriber’s private key, to use a Trustworthy
System, or to otherwise take the precautions necessary to prevent the compromise,
loss, disclosure, modification, or unauthorized use of the Subscriber’s private key, or

e The Subscriber’s use of a name (including without limitation within a common name,
domain name, or e-mail address) that infringes upon the Intellectual Property Rights
of a third party.

2.3.1.2  Indemnification by Relying Parties

To the extent permitted by applicable law, thawte’s Subscriber Agreements and Relying
Party Agreements require, and other Subscriber Agreements shall require, Relying Parties to
indemnify thawte and any non- thawte RA’s for:
e The Relying Party’s failure to perform the obligations of a Relying Party,
e The Relying Party’s reliance on a Certificate that is not reasonable under the
circumstances, or
e The Relying Party’s failure to check the status of such Certificate to determine if the
Certificate is expired or revoked.

2.3.2 Fiduciary Relationships

To the extent permitted by applicable law, thawte’s Subscriber Agreements and Relying Party
Agreements disclaim, and other Subscriber Agreements shall disclaim, any fiduciary
relationship between thawte or a non- thawte RA on one hand and a Subscriber or Relying
Party on the other hand.
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2.4

2.3.3 Administrative Processes

thawte, Inc. is a wholly owned subsidiary of VeriSign, Inc. VeriSign’s financial resources are
set forth in disclosures appearing at:http://www.verisign.com/verisign-inc/vrsn-investors/sec-
filings/index.html

VeriSign shall also maintain a commercially reasonable level of insurance coverage for errors
and omissions, either through an errors and omissions insurance program with an insurance
carrier or a self-insured retention.

Interpretation and Enforcement

2.4.1 Governing Law

Subject to any limits appearing in applicable law, the laws of the state of California, USA, shall
govern the enforceability, construction, interpretation, and validity of this CPS, irrespective of
contract or other choice of law provisions and without the requirement to establish a
commercial nexus in California, USA. This choice of law is made to ensure uniform
procedures and interpretation for all thawte PKI Participants, no matter where they are located.

This governing law provision applies only to this CPS. Agreements incorporating the CPS by
reference may have their own governing law provisions, provided that this CPS § 2.4.1 governs
the enforceability, construction, interpretation, and validity of the terms of the CPS separate
and apart from the remaining provisions of any such agreements, subject to any limitations
appearing in applicable law.

This CPS is subject to applicable national, state, local and foreign laws, rules, regulations,
ordinances, decrees, and orders including, but not limited to, restrictions on exporting or
importing software, hardware, or technical information.

2.4.2  Severability, Survival, Merger, Notice

To the extent permitted by applicable law, thawte’s Subscriber Agreements and Relying Party
Agreements contain, and other Subscriber Agreements shall contain, severability, survival,
merger, and notice clauses. A severability clause in an agreement prevents any determination
of the invalidity or unenforceability of a clause in the agreement from impairing the remainder
of the agreement. A survival clause specifies the provisions of an agreement that continue in
effect despite the termination or expiration of the agreement. A merger clause states that all
understandings concerning the subject matter of an agreement are incorporated in the
agreement. A notice clause in an agreement sets forth how the parties are to provide notices to
each other.
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2.4.3 Dispute Resolution Procedures

2.4.3.1 Disputes Among thawte and Customers

Disputes between thawte and one of its Customers shall be resolved pursuant to provisions
in the applicable agreement between the parties.

2.4.3.2 Disputes with End-User Subscribers or Relying Parties

To the extent permitted by applicable law, thawte’s Subscriber Agreements and Relying
Party Agreements contain, and other Subscriber Agreements shall contain, a dispute
resolution clause. The clause states that dispute resolution procedures require an initial
negotiation period of sixty (60) days followed by litigation in the federal or state court
encompassing Santa Clara County, California, USA in the case of claimants who are U.S.
residents, or, in the case of all other claimants, arbitration administered by the International
Chamber of Commerce (“ICC”) in accordance with the ICC Rules of Conciliation and
Arbitration.

25 Fees

2.5.1 Certificate Issuance or Renewal Fees

thawte is entitled to charge end-user Subscribers for the issuance, management, and renewal of
Certificates.

2.5.2 Certificate Access Fees

thawte CA Certificates are made publicly available through their inclusion in leading browser
software. thawte Subscriber Certificates are not published in a publicly accessible repository.
thawte does not charge a fee as a condition of making Certificates available to Relying Parties.

2.5.3 Revocation or Status Information Access Fees

thawte does not charge a fee as a condition of making the CRL’s required by CPS § 4.4.9
available in a repository or otherwise available to Relying Parties. thawte does not permit
access to revocation information or Certificate status information in its repository by third
parties that provide products or services that utilize such Certificate status information without
thawte’s prior express written consent.

2.5.4  Fees for Other Services Such as Policy Information

thawte does not charge a fee for access to th